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Abstract: By studying the platform identity attestation base on trusted third parties, a scheme where a trusted computing
platform is identified by a certificate and a token is proposed. In this scheme, only the token is used when the platform
proves its identity. Compared to other schemes, this scheme not only has much lower calculation and communication, but
also convinces the verifier of the trustworthiness of the client’s platform state during the platform identity attestation. A
detailed security proof of the proposed scheme is presented by using the protocol composition logic, and the proof shows
that the scheme satisfies correctness and anonymity of platform identity verification. The experiment result in a devel-

oped prototype system shows that the proposed scheme provides good performances in computation and communication,

and is especially suitable for the wireless network.
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1) FHRBSIAAL S22 BT,
'y = Honest(é) A Decrypt(C,ENCi (1)) D
Has(é, K™,

Cl+ [IdentilyAuthorilyc, ]1 ¢C[,correct >

T, = Honest(C) A Sign(C, SIG,(n>))
Verify(C, S]GK;A' (Ko))<
Send(C, é,f,certc .sn,SIGKEl (n)),

TI |_ []dentiZyAuthorilyTl ]I ¢T1,correcr 5

Ly, = Honest(V) ASend(V,V,

I,n, ,HASH_(ID¢.ny.n.)) D

—Compute(V, HASH | (UD;,ny ,n.)),

IV \=[IdentityAuthority 1y 1; @1y correcr (1)

2) BT LA E % T P30 < LA T LG AR
]

B

CI=Tpy AT,
TI=T ATy,
VELg ATy (12)
3) EEL2 MEHL3 i @ RIS AT 6y
O N7, FTEL A A ROT

¢CI ,correntness > HTI

P11 correcness = Oy (13)

4) Gy J7E, FTLI 3 AN FIRBUAT S

W% B 0 [Bl0y MOLs 6 25, FTLAKT A RRATUA Al
EHMAE I AT R UMSCE R B’ 4 6,,[B16;, IOL.

Wk R HTAIRAE SR, e B

SEHUEWI T 3 AT IR B G X TV A
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1V & [Identity Authority ;1 Oy correct
BE 25 06 AE X 4 BN A AN 1 43 56 E B AT:
BBEER B A Ot comect [BWcr correc ALy XTG4}
AV TR BT I8 B AT 6y commeet [B 101 correct
BRAL, WA TV P IS A AR IE A 4 e
Dy correct = et correct ™ Prtcorrect NP1y correet ©
EIE 6 SRRt AT S AR (A,
VB SR MUK UE DMCORAE S (3 36 UE R A PR, B
11V = [UdentityAuthority yy 1; By correct
Py correct = Honest(V) A Honest(C) >
(Has(é, K}}}{) A Has(é, KEI) A
Has(é ,Cert) A Has((:’ ,token,.)
Send(1,msg,) A
Contains(msg,,cert:) A
Send(1,msg,) A
Contains(msg, ,token,)) (14)

FEHE 6 KI5 B MR — I uE AT IS
WIS UE R i A EK. S uETS . UE
F6 N FAH A B AR, HLAIE R A R A2 B AL
JEAUAR ] o

BAE NS S T SRy, 4 4.1.4 F5F
B T s AR e ARk, s B2 dr
FEIGR 6,y FEAL, BUGUE TS 5 B BOSEESL T %2
AFIE, AV SR —50 UF P Re A S E s
AL B B R 1 22 4 Ja
4.2 THEESHR

FK1HHT PIA &5 TPM bx#EF 1) PCA J7
%, SCHRI6] 1) ePCA Jy EAEVERE Jy 1 VR4 LA,
KV Xy — SRR TERE . ARZFA
WM HEANRRE, HASH Q3R B8 o 505 B 1 K
[ (1Hash<<512 bit). MILELERATLIEH, AJ7
RIRALET LRI TH: 1D W3R T rfEE =
Ji WIUEF U AR, & i ] DAJE T [R]—1E 5 k4T
ZUGIEM; 2) UF R S AE A BOR R, 2 Bl
bb 7 ZE AT AIK UE AR A UE A B, UEF X
AIK AT & 2 048 bit, PIA J5 & HIIEH]
5K AR 1Hash, J@AFERF ST 2 048 bit, JF
H PIA J5 % R AT #0813 Sk o] LASGHIE 2 7 i £
By, VR TN b T R IR A AL R R
3) wathE, 78 PIA J5 SR T S e
UEIAN SR IOUE DT B4, IF By RAERIE 6 S

FaFAPERITSOL S, SEELT P& 5o s ERE, Aeisi
PRI GRS TE % 7 I A BE3kAS token, 1]
A3 token 15/ b AT R AR K AR AR
7 RefiE token HEAT S 0 E I

*1 FRMRELLEL
R0 PCA )i % ePCA Ji % ENTES
n YR FREIE 1540 n n 1
expire I [ P n JIE B — — 1
PR 4 L
UEIE B >2 048 bit >2 048 bit 1Hash
GO RARE (A A (= ans s
LN % fi& [
[f]— ATK i 151iF X X v
W AT R
[ — 4 R IE 1 1) — — J
ANA]BEREE
FE S BRAARY v J J
AIK 5 EK 4557 X J v
T EIRELIE X X J
GG % o [}

5 REIIW

AICTF R T PIA J5 SRR R G A o4 Jmy
WA ERI5E N HEAT T 5B AT
51 RiAH

B . 25 i f ] wpa_supplicant FTY 4
M TCZ M4 5 HALZ 5y ATl G . %) -l &
SO UE W2 A SR R 0 S A A A (R T 2, U i) Bk
I MRS, ZAdifE s VA IA L H SO
SO3E, UEM I H HMAC C(hash-based message
authentication code) H%ETHHIIME Kikss V M
1A,

SRR B AR B SR — A Web Ik
5%, AR A C BV IIRSSIE R, W K A
SRR A1l I 5 R AT AL 3 o 12 SR 2R AT FH IR
Java #0534 bouncy castle £ T & G UET, IE
Foa6 4 R R ith e 8072 44 550 (ECDSA,
elliptic curve digital signature algorithm),

BOAUETT o B UE T SR DAy S = P R R
FEALHEfE . FTP 25 Dhfe, a3t EXIF & S ik
B, H PSSR R AT P SR 4,
JR ISP & S IAUE, 5 A RV i) Bk RS . B
WAL A — > Web IS5, o560k 17 K 5 4
SR UE P IAE- & 507, K Sk 45 SRR 9145 1
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1) AAL P1 T[IdentityAuthority,, ], Send (I, i.C. symlaBlob, asymlaBlob)

2) LARI T [symlaBlob = symenc cert., sessionKey,,.; keyDigest = hash K .; asymlaBlob = pkenc (keyDigest, sessionKey,,.),K .. 1,
Send (1 ,i ,C N ENC‘WW"K‘M (cert,.), EN Ko (HASH (K.), sessionKey,,))

3) 2,AR1 Tlesig. = sign K., K}, ; cert,. = (sn, csig,.)),
Send(1,1,C.ENC. i, (51 SIG, (K)), ENCy (HASH (K..), sessionKey, )

4)3,P1 T [IdentityAuthority ., |, Send (I, i.C. ENC ke, (ST SIGK”. (K:)),ENCy, (HASH(K..), sessionKey,,.))

53 T[ldentityAuthority,, |, Has(C,cert.) > Has(C,(sn, SIG, (K))

6) 5,VER T IdentityAuthority., ], Has é‘,( sn, SIG;;, ) (K.)) > Send( I, msg) n Cantains(msg., SIG;;,; (K.))

7)2,5.6 T[ldentityAuthority,, |, Has(é, cert,.) D Send(I,msg) A Contains(msg,cert.)

8)2 T[IdentityAuthority,, ], Has(C, cert.) D 3X.Decrypt(X, ENC,,x,, (cert.)) D X=CvX =]

9)8.AALPL  TlIdentityAuthority,1,—Decrypt(I ENC . (cert.))>X #1

10) 8,9 T|[IdentityAuthority,, ], Has(C scert.) D Decrypt(C,ENC.,, k., (cert.))

11)10,I°, T[IdentityAuthority(,,],Honest(é)A Has(C, cert.) D Has(C, sessionKey,,.)

12) 2,11 T|[IdentityAuthority,, ], Has(C, sessionKey,,-) A3X .Decrypt(X,ENCy (HASH(K),sessionKey,,.)) > X=Cvx=1]

13) 12ZAALP1 T|ldentityAuthority ., |, —~Decrypt (I ,ENC (HASH (K .),sessionKey,,-)) > X #1

14)11,12,13 T[IdentityAuthority,, ], Honest(é) A Has(é‘, cert.) > Decrypt(C, ENCy, (HASH (K..), sessionKey,,.))

15)14,T, T Udentityduthority,, |, Honest(C) A Has(C.cert.) > Has(C.K;\)

16) 7,15 T[IdentityAuthority,, ], Honext(é YA Has(é Lcert.) D Has(é ,Kx) A Send(1,msg) A Contains(msg, cert,.)

10 EH 1 IEH

Client,, = (I K,y certe)[ IdentityAuthority , = (cert.)|

match cert, /(sn, csige); receive C.1,sn,sig,,;
S BT/ Py P g

verify csige, KC’ KIA; maich sty ceri .. ¥,

verify cert.csigq, Ko, K,

verify sig,, (PCRs, n), K¢;

new ID,., K ., expire.;

new
sig, = sign (PCRs,n),K;";

sendé, i,sn,sig”;
a8 token. = (ID,,IDq, K -y ,expire );
receive I,C encToken; o
o sig =signn, K ;;
decToken = pkdec encToken, K . ; )
I encToken = pkenc (token,., sig), Kz,
mdaicrt deci unen/ (LUKCHC 5 blg ), nA A
send I,C,encToken;

verify sig, n, K, ;
10

I (token,)

11 A RUR s

Verifier, =(C,1,1D,) |

Client,, = (1 token..) [ IdentityAuthority - = (token..) [

new ny; receive V,I,n,, ,nonceHash;

receive V,C,ny,

sendﬁé,nr;

receive C R 14 ,nonceHash, ID,
match ID]ID,,,

sendV ,I,n, .nonceHash;
receive I N I>,"true";

10

match token,. / (IDy,,ID¢ K-y expire.);
new n;

nonceHash = hash (ID. ., ,n. ), Kep
send C s V, nonceHash, ID,;

send C s i ,ID,n. expire. ,nonceHash,

1O

receive C ; i ,ID..,n.. ,expire . ,nonceHash,
match ID.. [token, ID,. ;

match expire,. [token expire,

K, =token. K.,

nHash = hash (ID. ,n ;0. ),Kor '

match nonceHash/nHash;,

new "true";

send 1 N 1% S true",

1,0

12 SR
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1) AAl
2) 1,P1
3) AA1
4)3,P1

5)2.4,AA 4 T [identityAuthority /] ;Receive (I, C.I. 1D, n .expire. .nonceHash) <Send(I,1.V.,"true")

T[sendi,l},"frue"],Send(I,i, lZ"rrue")

[ identityAuthority ] ;Send( 1, LV true’)

[ receive é, i, ID..,n.,expire.,nonceHash], Receive( I, é, [: 1Dy, n., expire,., nonceHash)
entityAuthority eceive (1, A, A, ., Np, expire,,nonceHas

[ 1dentityAuthority ;-] , Receive (1,C,1,1D,n., expire, Hash

11) 8,10,I";, ,
12) 7,8,11

13) 12

15) 14,PROJ

16) 15,ARI
17) 2,16,12

14) 13,HASH1 T [Verifier,, ], Honest(l}) A Honest(i) ) Has(é,(token(.ID(,nV,n(v)) A Has(é, token K ;)

6)5,AR1 T [match ID, | token.ID,; K = token, K, ;nHash:= hash (ID.,n, ,n),K
T [match nonceHashfnHash), Receive (1, G Dy, ne, expirec, HASH 1, .. (tokenc.IDe, ny, nc))
7)6,P1 T [IdentityAuthority ,;,] ,Receive (I, G oADc,nc, expirec, HASH i (tokenc.IDc,my,nc))
8)5,7 T [ IdentityAuthority ], Receive (I, G D, ne, expirec, HASH 1, .. (tokenc. IDc, ny, ne)) <Send( ],},[}" true")
13 SRR Ty W)
1) AA1 T[receive CAL V’,nonceHash, ID; match ID/ID,A 1, Receive (V, é,l}nonceHash, ID,,)
2)1,PI TVerifier,, ), Has(C.ID,,)
3) AAl T[receive I, V."true ", Receive(V, 1, V.,"true")
4)3,P1 T[Verifier,, ], Receive(V,i, L;,"true ")
5)4.0, T Werifier,, ), Send(I,1, V.,"true")
6)5.,,, T[Verifier,, ], Honest(l) >
Receive(1,C, 1, IDc,n, expirec, HASH, ,, x. . (tokenc.IDc,ny, ne)) < Send(1,1, V,"true")
7)6,HASH3  T|[Verifier, |, Honest() > 3X .Computes(X , HASH,y,,, g (token..ID¢.ny.nq)) A
Send(X , HASH ,y_ k, (tokencIDc,ny nc)) A Has(X, expire.)
8) 7 T[Verifier,, ], Honest(I) > 3X Computes(X, HASH ., k. (tokenc.IDc,ny,ne)) > X=Cv X=7
9) 7,AAl Tlsend V, [A,n,v,nonceHash]V Send(V, V, I, 1y, HASH ., k. (t0kenc.IDc,ny ,nc))
10) 9.PI TWVerifier,, 1, Send(V.V, I.n,.HASH 4, x_(tokenc.IDc.ny.nc))

T(Verifier,, ), Honest(V) A Send(V.V. I.n,, HASH,,,, x_ (tokenc.IDe.ny.nc))> X =V

T[Verifier,, ], Honest(V) A Honest(I) > 3X Computes(X, HASH ..,k (tokenc.IDc.ny . ne)) A
Send(X, HASH 1y, g (Tokeng ID¢,my,ng)) A Has(X, expire.) A X=C

T Werifier,, ), Honest(V) A Honest(I) > Computes(C, HASH e, k., (tokeng.IDc,ny e )) A Has(C,exp ire)

T[Verifier,, ], Honest(l}) A Honest(i) ) Has(é,token(v.lD(v) A Has(é, token K ;)
T [Verifier,, ], Honest(l}) A Honest(i) ) Has(é, IDg) A Has(é, Ker)
T [Verifier,, ], Honest(V) A Honest(i) ) Has(é,token(,)
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